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Joe Kaplan
Global IT Identity Lead, Accenture

Joe Kaplan is the ldentity Lead in Accenture’s Global IT
organization. He focuses on solving real world problems
for a large, complex business of over 750K employees
globally. He has over 30 years of professional experience
in IT, with 20+ focused on directories, identity, and
cybersecurity.
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How Accenture Got to
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Modern authentication at Accenture

Accenture by the numbers User sigh-on SSO Applications
91M
:‘; ﬂ @ Successful Entra 37K 1-7K
D authentications/week ._.' Total apps, all with Applications
SOOK 200 49 PSS MFA required require managec
Employees Offices Countries 71% e or compliant
g device

E ol
Logins originating frg&

managed endpQipfs - = =
-

e —

Passwordless journey Entra Users
645K 713K 1.1M

Passwordless Users enabled Entra total users
users enabled with Windows Hello for Business

796K

Employees

649K 29K

Registered Authenticator phone FIDO2 device sign-in registered 61K
sign-in users Contractors
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Our security principles

Run In

Strong
the cloud _authentication

Little 20
technology
behind a VPN
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Why go Passwordless?

Increased security Business and user benefits

Enhanced experience
Passwordless methods are convenient, and easy
to remember

Phishing resistance

Passwordless solutions are at
the device level and cannot be attacked

remotely

Dual layer of security

Hackers need the physical device and
passwordless unlock method

to gain network access

Less maintenance
Tasks such as password resets and user lockouts
are no longer needed

Reduced risk

Passwords are easily comprised
and at high risk of unauthorized
access

Cost savings
Less IT support means reduced costs

Copyright © 2024 Accenture. All rights reserved.



Our strategy

Move applications to
Microsoft Entra ID

as part of our cloud-first
cloud-only vision

Device mix | Applications Entra ID

OIS iF | What is our employees’ How do we migrate our | How do we migrate our
device mix? applications to Entra ID and identity infrastructure?
| What devices do we a passwordless solution? | How do we support our

need to support? users’ move to

passwordless?

JisYud[e]sF | Conduct compatibility Catalog all legacy apps and | Redefine app onboarding
checks for device confirm compatibility to processes
hardware and software passwordless solutions | Outline updated reporting
and Entra ID needs

| Define analytics capabilities

Copyright © 2024 Accenture. All rights reserved. 8




Device mix:
Authentication for all

Microsoft Authenticator w/ Phone Sign In

e Enables our people to use their phones to complete two-factor
— authentication. By completing a number match, users can
authenticate to any application on multiple devices.

Microsoft Windows Hello for Business

Replaces passwords with strong two-factor
authentication on all Windows workstations
deployed by Accenture. Users of these devices can
enroll in passwordless

and start authenticating to
their device and applications
with a PIN or biometrics.

Limited set of users on as-needed basis

A separate physical device that typically

3 [[— 7 resembles a familiar USB thumb drive. The
tokens can be used to complete device and

application sign-in on any Accenture
workstation.

uesony, iy

&
SuCCcess

A time-limited passcode given to verified users so they can register

All users for bootstrapping
passwordless methods and recover access to their account without

Temporary Access Pass (TAP) the need for a password.

Copyright © 2024 Accenture. All rights reserved. 10




Phishing resistance

Authentication vision:

Passwordless, fully phishing-resistant credentials

Authentication method »

No MFA

Bad lessiBad Better Best
Password only PaSSWORERREENS Password and... Passwordless

Full
Fully resistant to phishing

Medium

Can only be phished
through narrow,
timing-sensitive attacks

Sample weak

S
Low passwords Voice
Subject to standard 123456, gwerty, Password,
iloveyou O

phishing attacks ® 288,

>

Traditional MFA Passwordless MFA

e =D e g

Windows FIDO2 Passkey
Hello for .
. (security
Business key)
° 4
Microsoft Authenticator (push Microsoft Authenticator
notification) (phone sign-in)
g o & o
® | Hardware tokens Software tokens
one-time password OTP
(OTP)
Copyright © 2024 Accenture. All rights reserved. 11



From
Passwordless to
Full Phishing-

Resistance
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Three Big Goals

Deploy passkeys
and use them to
replace Authenticator

Phone Sign-In

a?

Deploy Mac Platform
SSO and bring Mac
up to par with
Windows

Close gap of
remaining 20% of
users who are not

fully Passwordless to
< 5% of total

Copyright © 2024 Accenture. All rights reserved.
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IDENTITY
.......

Replacing Phone Sign-in with Passkeys

Key challenges

* 150K Android users below version
14

* Lots of change management to
drive adoption

* New technology

* Not totally clear how we’ll roll back
our deployment of phone sign in

The plan

* Roll out device-bound passkeys
with Microsoft Authenticator to all
users currently enrolled with
phone sign-in

* Eventually remove the ability to
use phone sign in and disable
ability to enroll

Copyright © 2024 Accenture. All rights reserved. 14



IDENTITY
.......

Key challenges

 Mostly change management: not
clear if there Is a way to do this
without substantial end user action
that requires significant hand-
holding

* Need analytics to measure
progress

 Enable Mac Platform SSO for
Entra using the Secure Enclave
model

* Deploy to all current MacOS users

Copyright © 2024 Accenture. All rights reserved. 15



IDENTITY
.......

Closing the Passwordless Gap
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Key challenges

 May need to provide more
hardware-based passkeys (FIDO2
tokens)

 May need to enable more users
with certificates for RDP

* Difficult to eliminate passwords in
all IT admin use cases

The plan

» Tighten our eligibility criteria for
password removal

» Tackle a few remaining legacy
authentications

* Incremental progress for privileged
admin accounts

Copyright © 2024 Accenture. All rights reserved. 16
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Accenture’s muilti-year aut ication jourfiey o

Passwordless Fully Phish
focus Resistant
o Microsoft . Windows o Microsoft (removal of phone
: Hello for Authenticator sign in)
Windows A u
10 completed Usiness ®FIDO2
® Entra ID SSO complete

« SSO migration to

Entra ID starts
Microsoft Entra ID « ADFS server's shutdown

e Entra MFA cutover

| (formerly Azure AD)

¢ Multifactor authentication (MFA) company-wide

. Microsoft Active Directory Federation Services SSO

« Single sign-on (SSO)

> Copyright © 2024 Accenture. All rights reserved. 19



Learnings from the transition go beyond the technology

Device Ecosystem efforts Change management
considerations Identify the ecosystem A core component of a large-
Seceriand e TEieds and any other large scale Passwordless deployment
. . PR - h , technical

differ for Mac v. Windows Application readiness | C€"3"8¢s tec Inl\(/:\?hor Local engagement helseule)ieiioc ,
and i0S v. Android devices. | i . . Sl MEIIEIEL, WATERS Involve local geography underestimated. The focus will

— \ hreqwrg rlfTrorous © O;t possible, combine it s @ shift from technical enablement
Verification of wriaece shgls seliEE e messaging and end-user to a human-focused behavioral
compatibility for each truth and legacy apps may CTERE Te rEdlEE understand local needs and change, encompassing

- : : - i : artner on a successful ’
solut|o.n takes time but is nc])ct of2 cc;mpatllzll.e, requiring | confusion. :Omplementation communications, end-user
essenjual for a good user a focused remediation : support, and having an impact
experience. strategy. Consider local laws and on every team across the
customs. organization.
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How Accenture makes a user passwordless

EX I
©

Users with two or
more passwordless
authentication
methods are
targeted for
password removal.

& ) Se

The user’s password The account option This data is <

is replaced by a long, “Smart card is synchronized

randomized string. required for to Entra ID. Users no ’:__ .- \//// :

This often includes interactive logon” is longer know their bﬂmﬁ

non-typeable enabled on the user’s password and will not

characters. on-premise Active be asked to enter it )’
Directory account. anywhere. ﬁmiw "% | |

. H'i"'_q___ { ] Ee &
:_'\_-1'.} -
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User no longer needs, has or can use a password!

Copyright © 2024 Accenture. All rights reserved.
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Application transition
example challenges Q

Example: An application that didn’t
work and what we did

2 Applications that couldn’t

move * SQL Server Reporting Services (SSRS),
Some legacy business applications an important reporting platform for
Certain infrastructure apps Accenture, with 30K users
= . . ] . ) — Reconfigured at the application side
S[=]  First-time hybrid workstation log-ins

e — Used a different SSO integration
method using Azure App Proxy and

. Kerberos Constrained Delegation
Use cases that will never be passwordless

@ * Legacy non-interactive log-ins

* Secondary directories
* Some IT admin

> Copyright © 2024 Accenture. All rights reserved.



Tooling takeaways

Custom tooling

Enabled a self-service
passwordless journey for
Accenture people

Our analytics
dashboard

Steered the ship, and was the
centerpiece of our change effort

It takes substantial
effort

To develop tools and processes to
drive and maintain enrollment

TAP Request Go Passwordless Request HfB Biometric Consent [=» Logout

Passwordless Self-Service
Access the tools that enables Accenture's Passwordless Journey!

Let there be changel Upgrade to Passwordless today

What do you need to do today?

Hello for Business Biometric

Temporary Access Pass (TAP) Go Passwordless
Privacy Consent

Request Request

A time-limited passcode for account Allows a password to be requested or Provide consent to be able to use
recovery and password-required removed as part of managing your Blometric authentication or remove
scenarios, such as when you get a passwordless account, such as when your consent. Biometric data is not
new phone for MS Authenticator you get a new Accenture computer, accessible nor shared by Accenture
registration or need access to a reimage PC or need access to or third party. Providing consent,
staging/DS environment. Remote Desktop Services or Cloud even if you don't have biometric
PC. This process will take 3-5 min. device will not affect you.

Get started Get started \ Coming Soon!
HEL '.:J

Got questions? We're here to help.

« Learn more about Accenture's Passwordless Journey
Hello for Business

Azure MEA

FIDO Security keys

Follow us on Yammer

If vou need additional assistance, please submit a ticket and an IT Support representative will contact you as soon as possible.

Copyright © 2024 Accenture. All rights reserved. 23



Tooling takeaways

Custom tooling - '
e Subscribe to report == @& copilot © A~ Ov C @ i @

&« @ File ¥ @& Share ~ |« Export ~ &P ChatinTeams ©Q Getinsights

E na b | € d d S€ |f-s ervice - Total # of Passwordless # of Users who Remain % of Users who Remain # of Users Self-Upgraded €
Passwordless

passwordless journey for N o arade | Upgrade Target 0% A .,
Accenture people Dashboard 164,248 992,039 549,139 92.8% 22,019

All
a Total Passwordless Passwordless Adoption % of Passwordless # of Users Registered with Phish-Resistant Method
Go Passwordless ~ Upgraded Users Rate Excluded Users at Least One Adoption Rate

O u r a n a | yt i CS Passwordless Metrics 571 .1 58 747% 59% 663.373 36.8% Al
Excluded Users ‘iisni;rlj'?;sg::hdll::suzzs:e | #of HIB Enrolled Users |

d a S h b O a rd Exclusion Remediation 2_2% 73 0% 65 5.585
Steered the ship, and was the e
# of Users Registered with at Least One # of Users NOT Registered with a
Passwordless Method Passwordless Method (By Country)

centerpiece of our change effort All Users Passwordless R..
@ True
e e 60825 (7.96%
‘1 OFaise SIS Phiippines | ©.204

. App Remediation MNSA =__“1‘;54
It takes substantial s Il 1
Secure Authentication S... France [J] 1.818
16 460 Japan . 1.633
Passwordless by Country United Kingd._. ] 1,431
e O r Garmany I 1 424
reland ] 1339

Go Passwordless Trend An... » cricannaine . [l 1560
LTHNE TWEIN e

To develop tools and processes to | | span [ 1273
. . . Scril Report " @HIB @Phone Sign-in @FIDO2 41412024 210:41 PM 0
drive and maintain enrollment

Last Refresh Date
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